














Exampled Use: Security %

m Stack smashing
= Overwrite return address using a STACK
buffer overflow

= Can jump to arbitrary code

Stack
Growth

m Protection through canary
= Place a special value next to the
return address.
= If the value is modified at the end of
function, the return address is
compromised

m Use of TM

= Use address tracking to detect
overwrites of return address

= Lower time & space overhead
178
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Example Use: Debugging

)

= Data watchpoint
= Detects memory accesses
= Triggers software handler

m Current approaches
= Up to 4 HW watchpoints
= Infinite watchpoints with VM
« OS overheads
« False positivies

m Use of TM

= Use access tracking for
watchpoints

= Fine granularity
s User-level overheads

Normalized
Overhead (%)

S =N WA W

Page Fault
Exception

> (~1000s of cycles)

/I

100 500 1000 2000 4000

Number of Watchpoints per Core
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Questions?

= Thank you for your attention

m For further questions or comments contact me at
christos@ee.stanford.edu
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