











Questions?

d Want to use Raksha?
* Go to http://raksha.stanford.edu

* Raksha port to Xilinx XUP board
= $300 for academics
= $1500 for industry

* Full RTL + Linux distribution coming soon
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% Bonus round: Why not bounds checking?

L Compatibility
* C was never meant to be bounds checked

= Ex: optimized glibc() memchr() reads out of bounds
= Context sensitive- Apache ap_alloc => malloc=>brk

* |nline assembly, Multithreading
* Dynamically loaded plugins, dynamically gen’d code
* Closed-source libraries, objects in other languages
1 Cost — recompiling is expensive
* Global recompilation of all system libs is not happening
* Just ask MS to recompile MFC...
U Performance
* Overheads must be low (single digit) to drive adoption
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