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Conclusions

4 Loki hardware architecture using tagged memory
* Enforces application security policies on data

1 LoStar = Loki + HiStar

* Provides fine-grained access control in hardware
= Many independent protection domains

* Protects user data from other malicious kernels
* Reduces the TCB of HiStar by over a factor of 2

* Provides strong security guarantees and good performance
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Questions?

J Want to use LoStar?
* Let us know ...

* Loki port to Xilinx XUP board
= $300 for academics
= $1500 for industry

* Full RTL + HiStar-SPARC distribution
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